A software product spends more than 65% of its lifecycle in maintenance. Software systems with good maintainability can be easily modified to fix faults. We define maintainability-based risk as a product of two factors: the probability of performing maintenance tasks and the impact of performing these tasks. In this paper, we present a methodology for assessing maintainability-based risk in the context of corrective maintenance. The proposed methodology depends on the architectural artifacts and their evolution through the life cycle of the system. In order to prioritize corrective maintenance tasks, we combine components' maintainabilitybased risk with the severity of a failure that may happen as a result of unfixed fault. We illustrate the methodology on a case study using UML models.
Introduction
Since only 20% -40% of the overall cost goes in the development of software systems, the rest is consumed by the operational maintenance of these systems [18] . Software maintenance is categorized as corrective (dealing with error corrections), perfective (trying to improve the quality of the system) and adaptive (concerned with system changes as requirements and environment change) [21] . Software maintainers usually are not involved in the original software development cycle. They must learn how a program functions before they can change it. They often interact with complex and difficult to comprehend systems. The status of system documentation, programming skills and experience and the attributes of the system itself are some of the variables that affect the maintenance process.
A successful maintenance project requires a well planned maintenance effort to control the maintenance process and to reduce the risks associated with performing the required maintenance tasks. Prioritization of the required maintenance tasks is a key factor for having a well planned maintenance process. In this paper, we are concerned with prioritizing corrective maintenance tasks. We consider both the maintainability-based risk associated with performing such corrective maintenance efforts and the severity level of the failures that may be caused by the errors needed to be fixed.
Maintainability-based risk can be used to improve the maintainability of the system architecture, to identify risky components in terms of maintainability or to manage system maintenance process. In accordance with NASA-STD-8719 standard [16] , we define maintainability-based risk is as a combination of two factors: the probability of performing maintenance tasks and the impact of performing these tasks. Accordingly, maintainability-based risk for a component is defined as [1] :
Probability of changing the component* Maintenance impact of changing the component. In this paper, we propose a methodology for estimating the maintainability-based risk of software components due to corrective maintenance tasks. For arranging corrective maintenance tasks in order of importance, we use maintainability-based risk and also take into account the severity level of the failures that might be caused by errors that need to be fixed. We use severity assessment to estimate the severity of failures of software architectural element and to rank them according to the consequences of these failures. In the MIL_STD_1629A standard [23] , severity considers the worst case consequence of a failure, determined by the degree of injury, property damage, system damage, and mission loss that could eventually occur.
The paper is organized as follows. In Section 2, we briefly discuss the background required for our study. In Section 3, we present the estimation methodology for maintainability-based risk due to corrective maintenance tasks. In Section 4, we illustrate how to estimate maintainability-based risk on a case study and how to make trade offs among the maintenance tasks according to components severitylevels. In Section 5, we discuss related work. We conclude and discuss future work in Section 6.
Background
In this paper we propose a prioritization procedure of the maintenance tasks based on the maintainability-based risk of the components and the severity level of the consequences of potential failures caused by the error required to be fixed. In this section, we discuss some of the related background and provide a brief overview on the severity analysis of the system and components maintainability-based risk. Also, we briefly discuss the metrics required to estimate maintainability-based risk, specifically change propagation probability and size of change.
2.1.
Severity analysis
To be able to order the tasks of corrective maintenance, we need to consider the severity of the consequences of potential failures. Domain experts play a major role in ranking the severity levels. Experts estimate the severity of the components based on their experience with other systems in the same field. Domain experts can rank severity in more than one way and for more than one purpose [6] . Related severity estimation work is done based on software hazard analysis techniques [10] . In [14] , Musa addressed ways to estimate the severity of software module failures. In [20] 
2.2.
Maintainability-based risk assessment
In [2] , we have developed a methodology to provide the maintainer with an estimate of the maintainability-based risk of the components due to changes in requirements. Maintainers can use this methodology to identify risky components and risky change scenarios. Furthermore, the maintainer can manage the maintenance process by making a trade off between the risk associated with maintenance tasks estimated by the methodology and the added value anticipated.
The methodology for estimating maintainabilitybased risk depends on system requirements and system design and their evolution through the life cycle of the system. First, we estimate the requirements maturity by analyzing their evolution across the releases of the system. Then, we map the requirements stability into components stability, which reflects the likelihood of making changes to components due to changes in the requirements. Consequently, we estimate Initial Change Probabilities ICP of the system components. Using the initial change probabilities of the components and change propagation probabilities between them, we get the unconditional probability of change of the components of the system. To get the impact of the maintenance tasks, we use the size of change between the components of the system. Finally, the maintainability-based component risk factor is the product of unconditional change probability and the maintenance impact.
2.3.
Change propagation probability
In the following, we briefly present the fundamentals of estimating the change propagation probabilities. Let us consider a software architecture modeled by components and connectors. Each element of the Change propagation probability CP= [cpij] for an architecture is the conditional probability that a change originating in component Ci requires changes to be made to component C1 [3] . 
where mij is the maintenance impact of component C, on the rest of the components of the system. Finally, the components maintainability-based risk MR is given by
where mri is maintainability-based risk of a component Ci due to requirement changes.
To order the corrective maintenance tasks for a certain project according to the importance of each task, we propose using the maintainability-based risk of the components that need to be fixed. Also, we propose to consider the severity-level of failures that may arise from unfixed faults in these components. For maintenance tasks of components with critical or catastrophic severity-levels, the maintainability-based risk is not relevant because of the consequences of such potential failures on the system. Such tasks should always be of high priority in the maintenance plan. On the other hand for maintenance tasks of components that have severity-levels of minor or major, we should examine the components maintainability-based risk. So, maintenance tasks of low severity-level and high maintainability-based risk should be avoided or delayed in the maintenance plan. Thus, we can prioritize the maintenance tasks accordingly.
Case study
The severity analysis and the maintainabilitybased risk are assessed for the components of the CM1 case study from the Metrics Data Program [12] . CM1 is a software component of a data processing unit used in an instrument, which exploits data to probe the early universe. A UML model [22] for CM1 is constructed from the artifacts provided. More details about functional requirements and design of the case study is presented in [2] .
Next, we present the results of the severity analysis and the maintainability-based risk for the CM1 case study. Then, we discuss the results and how to prioritize corrective maintenance tasks based on both of severity level and maintainability-based risk.
Severity analysis of CM1 components
According to MIL_STD_1629A, severity considers the worst case consequence of a failure determined by the degree of injury, property damage, system damage, and mission loss that could ultimately occur. Based on hazard analysis [23] , we identify the severity classes:. Catastrophic,. Critical,. Major and Minor. The assignment of component severity level of each component is based on the hazard analysis conducted by domain experts knowledgeable about the case study. In general, the device drivers have a catastrophic severity level, as they could be very difficult to debug on-orbit. Then, the application-level components are of critical severity levels, as they make use of the device drivers. Finally, there are components of minor severity levels as they are not mission-critical. The components severity levels of the CM1 case study are given in Table 1. 4.2. Maintainability-based risk in corrective maintenance context
The CM1 case study has 98 error reports of components bugs. Assuming that these errors have not been yet fixed, we want to prioritize the tasks of the corrective maintenance effort. First, we calculate the frequency of errors occurrences in the components of the system, as shown in Table 2 . Second, we estimate the initial change probability ICP of the components of CM1 by normalizing the frequency of error occurrences by the total number of error reports. The estimated initial change probabilities ICP for CM1 components are shown in Figure 1 . Then using the software architecture artifacts of CM1, we estimate the change propagation probabilities and size of change, as shown in Figure 2 and Figure 3 .
Substituting with the initial change probabilities of the components and the change propagation probabilities between them in equation (3), we estimate the unconditional probability of change of the CM1 components. Then, we use the size of change between the components to account for the maintenance impact, based on equation (4) . Using equation (5) 
Discussion of results
Considering components maintainability-based risk, the most risky component is CCM even though it does not have the highest initial change probability. This is due to the fact that CCM is coupled to most of the components, so it is likely to be affected by the changes introduced in these components. Furthermore, CMM has a high maintenance impact on the rest of CM1 components. As it is coupled to other components in the system, the change is likely to propagate further. On the other hand, component TMALI has the highest initial change probability value, but it is coupled to a limited number of components. Therefore, it has a limited maintenance impact and it is less risky in terms of maintainability. For planning corrective maintenance of this system, we should think about components maintainabilitybased risk. Also, we should take into consideration the severity level of potential failures that could be caused by errors in components needed to be fixed. If we consider maintenance tasks related to components such as DCI, 1553 or SSI which have low maintainability-based risk and have severity level of catastrophic or critical, these tasks should be of high priority.
For components such as CCM, even though it has a high maintainability based risk, if a corrective maintenance task is required it would have a high priority because of the catastrophic severity-level. However, if we regard making a corrective maintenance in the DPA component which has a relatively high maintainability-based risk and the severity level of major, the priority of this maintenance task should be low. Moreover, if the corrective maintenance tasks are in components such as DCX or EDAC of severity-level of major but they have a low maintainability-based risk, the priority of the tasks should be moderate.
Related work
In this section, we discuss the related work in literature. Our proposed maintainability-based risk assessment methodology relates to probabilistic risk assessment (PRA). PRA is used for evaluating the probability of failure or success of a mission. Generally, decisions concerning choice of upgrades, scheduling of maintenance, . . etc are based on the outcome of the probabilistic risk assessment. In [5] , Bin et al. presented a framework for systematic integration of the software contribution to risk in system failure analysis. Considering software maintenance, there are many types of risks associated with the maintenance process. They are similar to those we face when developing new software systems, but with different level of risk. These types of risk are Project risk, Usability risk and Maintainability risk [19] . Maintainability risk tries to answer the question will it be difficult to maintain the system in the future because of the way we conducted this maintenance.
Several studies addressed the quantification of hardware maintainability but only few attempted to quantify software maintainability. One of the famous studies [17] introduced the Maintainability Index (MI) measure. The MI is calculated using a polynomial of widely used code level measures such as Halstead measures and McCabe's cyclomatic complexity. In [15] , Muthanna et al. conducted a similar study, which used design level metrics to statistically estimate the maintainability of software systems. They constructed a linear model based on a minimal set of design level software metrics to predict Software Maintainability Index.
In order to effectively assign maintenance resources, it is essential to understand the defect occurrence phenomenon. In [13] , the authors proposed that the distribution of defects occurrence rates for corrective software maintenance is lognormal. They further proposed that the distribution of the number of occurrence counts follows the Poisson-Lognormal distribution. They confirmed their results using a variety of data from widely used networking software. In [8] , De Lucia et al. presented an empirical study to construct cost estimation models for corrective maintenance projects. Data were collected from five maintenance projects. The models constructed using multivariate linear regression techniques. In that work the severity level of the potential failures for the errors being maintained were not considered.
Our analysis explores different perspectives from other types of analysis, such as software reliability growth models. The software reliability growth models are concerned with how the reliability improves with fixing bugs of the system due to the corrective maintenance efforts. Most of these models work under the assumption of software growth due to fixing bugs that cause failures being removed from the software [11] . Also, most models indicate the expected number of failures experienced as a function of testing effort or calendar time. While these models treat the system as black box, our proposed methodology considers white box analysis for the system. Furthermore, software reliability growth models do not consider the required maintenance effort to achieve this level of system reliability. Also, they do not consider the severity-level of failures, that is, the potential consequences of the software failures due to unfixed faults.
Conclusion
Corrective software maintenance deals with fixing defects that escape detection before release and manifest as field failures. It is usually expensive, yet crucial to guarantee customer satisfaction. In this paper, we introduce and discuss the concept of architectural level maintainability-based risk assessment in the context of corrective maintenance. Generally, maintainability-based risk takes into account the probability that the software product will need to endure corrective maintenance task and the consequences of performing this maintenance task on the system. We present an estimation procedure based on change propagation probabilities using architectural information of the system and error reports of the system components. Furthermore, we combine components' maintainability-based risk with the severity level of having a fault in the component manifesting itself into a failure in order to prioritize corrective maintenance tasks. We also discuss a case study to illustrate our risk assessment methodology and how to use the severity analysis of the system to set the corrective maintenance schedule. This study is a part of a wider effort that considers other architectural level risks such as reliability-based risk [9] and performance-based risk [7] .
Among our venues of further research, we are considering to carry out more case studies to examine the maintainability-based risk of the components of system considering different types of maintenance. We also plan to automate the computation of the maintainability-based risk by expanding the Software Architectures Change Propagation Tool (SACPT) [4] and to augment it in our architectural-level risk assessment tool [24] .
